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The age of hyper-connectivity has made safeguarding critical infrastructures more relevant than ever before. Cyberattacks 
have grown in sophistication and prevalence, leaving organizations and the nation exposed to new risks that intersect 
technology and the underlying systems that govern society. The Internet of Things – a phenomenon that describes the 
extension of the Internet to the physical world – will create an environment where 21 billion devices1 and 212 billion sensor-
enabled objects will be online by 2020.2 The need to balance the convenience and productivity offered by these devices 
with the privacy and security implications that come with them is one of the biggest challenges facing policymakers and 
business leaders over the next five years.   

The global economy lost up to $575 billion USD to cybercrime in 2015,3 a figure that could reach $2 trillion by 2019.4 

That’s roughly the entire value of Canada’s annual gross domestic product. Cybercrime is a growing industry that impacts 
hundreds of millions of people in terms identity theft and personal information theft. According to one estimate, more than 
800 million individual records have been stolen as of 2013.5 Research undertaken by the United Nations Office on Drugs 
and Crime (UNODC) shows that 80% of all cybercrime is the direct result of efforts by organized crime groups.6

In today’s hyper-connected landscape, cyber security authorities are categorizing cybercrime into two main types: 
technology-as-a-target and technology-as-an-instrument. Technology-as-a-target refers criminal offences targeting 
computers and other information technologies, such as those involving the unauthorized use of computers or mischief in 
relation to data. Technology-as-an-instrument refers to criminal offences where the Internet and information technologies are 
instrumental in the commission of a crime, such as those involving fraud, identity theft, intellectual property infringements, 
money laundering, drug trafficking, human trafficking or organized crime.

With sponsorship from Public Safety Canada, the following report analyzes the evolving cyber threat through the lenses 
of both critical infrastructure providers and small- and medium-sized enterprises (SMEs). Through a survey of more than 
150 businesses across Canada, the report provides a snapshot of the cyber security challenges facing organizations from 
various industries and sizes. In doing so, it lays the groundwork for understanding the critical cyber security professions 
and skills required to safeguard against the evolving security threat. 

ICTC, through the support of its Advisory Committee, also recommends a comprehensive approach to building a national 
cyber security strategy that engages industry, education and policymakers. The proposed action items are intended to 
support Public Safety Canada in achieving its mandate and in promoting cyber security across the country. 

These measures are centred around the sharing of cyber security best practices, promotion and branding of cyber security 
resiliency, developing a talent pipeline, enabling cyber security R&D and implementing a voluntary adoption program for 
linking sectors and organizations to existing cyber risk management capabilities. ICTC’s Advisory Committee also strongly 
recommended the need for research to showcase the actual financial impacts of cybercrime on the Canadian economy, 
which will help policymakers and business leaders evaluate both existing and perceived risks.  

 1 Julia Boorstin (February 1, 2016). “An Internet of Things that will number ten billions.” CNBC.

2 Bill Chamberlain (June 25, 2014). “The next phase of the Internet: The Internet of Things.” IBM Center for Applied Insights.

3 McAfee (June 2014). Net Losses: Estimating the Global Cost of Cybercrime.

4 Steven Morgan (January 17, 2016). “Cyber Crime Costs Projected To Reach $2 Trillion by 2019.” Forbes.

5 McAfee (June 2014). Net Losses: Estimating the Global Cost of Cybercrime.

6 UNODC (February 2013). Comprehensive Study on Cybercrime.

EXECUTIVE SUMMARY
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Hyper connectivity is driving the transformation of our digital economy into an intelligence economy, an environment where 
21 billion devices will be connected to the Internet by 2020.7 This phenomenon, referred to as Internet of Things (IOT), 
is spreading beyond our private and business lives to include critical infrastructures (CIs) such as telecommunications 
networks, power grids, transportation systems, healthcare, financial services and others. Although this will create significant 
monetary and productivity gains for our economy, the IOT revolution also renders the governance of such an environment 
very complex, especially in CIs that are vulnerable to cyber threats and other malicious attacks. 

As Public Safety Canada asserts, cyber security has become increasingly relevant for several critical infrastructure 
sectors. Cybercrime already costs the global economy up to $575 billion annually,8 and this figure can grow exponentially 
if governments and industries don’t take decisive action to protect critical infrastructures connected via IOT. 

In light of these challenges, the current study engages industry, policymakers and the education sector to evaluate the 
potential vulnerabilities posed by the impending IOT environment on critical infrastructures in Canada. The study’s aim 
is to measure the potential impact of Canada’s CI vulnerabilities on the nation. The report concludes with actionable 
recommendations for developing a unified cyber security strategy that includes industry, policymakers and a robust labour 
force capable of meeting the new and evolving threats facing critical infrastructures. 

As an outcome of this project, ICTC will work with its stakeholders on an ongoing basis to highlight best practices and 
remedial actions and identify national and international policies to promote effective cyber security practices within industry. 
In doing so, the project will:

• Increase cyber security awareness and responsiveness among Canadian SME businesses 

• Engage over 30,000 stakeholders from across Canada through ICTC’s affiliated channels

• Provide actionable recommendations for building sustainable cyber security practices for 
SMEs, policymakers and other relevant players

• Boost Canada’s competitive advantages for foreign direct investment in cyber secure critical 
infrastructures

INTRODUCTION

 7 Julia Boorstin (February 1, 2016). “An Internet of Things that will number ten billions.” CNBC.

 8 McAfee (June 2014). Net Losses: Estimating the Global Cost of Cybercrime. 
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RESEARCH
• A review of the existing literature, including academic, industry and public policy research 

• Review of Public Safety Canada’s Action Plan for Critical Infrastructure 

• Review of post-secondary education programs related to cyber security 

• Key informant interviews (KIIs) with 20 industry and academic representatives involved in 
cyber security and critical infrastructures 

• A vacancy analysis of cyber security job openings in Canada and relevant mapping to the 
National Occupational Classification (NOC) system

• Economic analysis (labour market and GDP)

• Insights and inputs from a 15-member Advisory Group comprised of industry, government and 
academic stakeholders.

METHODOLOGY
This study draws on both quantitative and qualitative methods for researching and analyzing cyber security trends in 
Canada, drawing on the collective knowledge and insights of academics, professionals and policymakers in the cyber 
security space.  As such, the study flowed along three key dimensions: Research, Validation and Dissemination. 
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VALIDATION
• ICTC’s KIIs and Advisory Group members provided comprehensive support and feedback 

throughout the study and validated the findings. 

• Advisory Group and KIIs identified and evaluated emerging cyber security challenges facing 
Canadian industries as well as identifying critical infrastructures to be included in the study.

• Primary data instruments validated by stakeholders.

In addition to its final report, ICTC disseminated information pertaining to cyber security critical infrastructures through the 
following mediums:

DISSEMINATION

• Webinars and dynamic content

• 30,000 Social Media Impressions  

• Review of post-secondary education programs related to cyber security 

• Cyber Security workshops delivering toolkits and learning modules to 70 SMEs in five cities 
across Canada (Victoria, Calgary, Edmonton, Ottawa and Fredericton). 
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Critical infrastructures can be compromised in many ways. It may be through malicious or accidental actions or simply 
through the failure of a computing system. While organizations need to consider all of these risks, malicious attacks from 
the Internet are potentially the most damaging of all.9 

The growth and widespread adoption of the Internet of Things has improved site management and monitoring capabilities 
for critical infrastructure facilities throughout Canada, but has also rendered these same facilities more exposed to 
cyberattacks and other risks emanating from the Internet.  While industrial controllers, process controllers, Supervisory 
Control and Data Acquisition (SCADA) devices and IT equipment are already part of enterprise networks and critical 
infrastructure facilities, increased adoption of IOT devices is creating a “cross contamination” of employee home networks, 
which is a growing source of concern. Combined with the rise of malicious attackers targeting connected devices, IOT is 
rendering cyber security more complex. Given that connected devices are expected to add trillions of dollars to the global 
value chain over the next five years, nobody should expect their adoption to slow anytime soon.10

According to the National Institute of Standards and Technology, a non-regulated agency of the US Department of 
Commerce, IOT systems are at the centre of critical infrastructures and form the basis of future smart services that 
promise to create efficiency and interaction between computer networks and the physical world. This extends to sectors 
ranging from oil and gas to personalized healthcare, emergency response systems, traffic flow management, electric 
power generation and many other areas that are only now being envisioned.11 For sectors like energy, mining and utilities, 
there is a growing challenge in safeguarding critical infrastructures that have spent their entire history in isolation and 
are only now being connected. The evolution from traditional SCADA to IOT could become a major challenge for these 
sectors, which must navigate market and technology fragmentation and the complexity of deploying IOT in an environment 
dominated by legacy systems.12

CRITICAL INFRASTRUCTURES: AN 
ASSESSMENT

Source: Source: Mike Fahrion. Evolving From SCADA to IOT. BB-Elec.com. 

Figure 1: Traditional SCADA vs. IOT
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TRADITIONAL SCADA
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⁃ Supervisory Control

⁃ Reporting

⁃ Alerts

⁃ Increase Autonomy, Decrease 
O&M Cost



www.ictc-ctic.ca

Critical Infrastructure In A Hyperconnected Economy010

Public Safety Canada has identified several sectors in its 2014-2017 Action Plan for Critical Infrastructure, which was 
originally announced in 2010 as a collaborative effort among federal, provincial and territorial governments and critical 
infrastructure providers to strengthen Canada’s resilience in this arena. A National Cross Sector Forum was developed 
in order to enhance collaboration across critical infrastructure networks and promote information sharing across sectors. 
The National Cross-Sector Forum includes representatives from the ten critical infrastructure sectors identified by Public 
Safety Canada. 

Cyberattacks on critical infrastructures have become a growing concern for governments and industry around the globe. 
Spear-phishing tactics and exploitation of unpatched software have been among the biggest vulnerabilities cited by industry 
research. Spear-phishing – an attack that emanates from an email or message that appears to be from an individual or 
business the end-user knows – has increased rapidly over the years and is becoming increasingly sophisticated and 
targeted around key industries and organizations. These tactics provide an additional challenge in that they leave the 
organization exposed to further infiltration, given that the perpetrator has already retrieved identifiable information and/or 
network access.13

In 2013 the US Federal Bureau of Investigation (FBI) warned the public of the rise of spear-phishing attacks, a sign this 
exploitation method was having a significant impact on consumers and the nation.14 Canadian authorities have issued 
similar warnings urging the public to safeguard against these and other threats to critical infrastructures. In 2015 Michel 
Coulombe, Director of the Canadian Security Intelligence Service (CSIS), said terrorist groups and criminal networks 
posed a “major threat” to the nation’s infrastructure. 

In response, CSIS is developing a global system of sensors to monitor Internet traffic and protect Canadian cyberspace. 
This includes advanced capabilities that can not only mitigate cyberwarfare, but conduct offensive operations targeting 
extremist groups and other cybercriminals.15 However, these efforts are still insufficient for safeguarding Canadian 
cyberspace, as the threat has evolved leaps and bounds in the past few years alone. With pipelines, power supplies and 
water treatment centres going online, cyber security is no longer just an information technology issue, but one that affects 
the physical and economic prosperity of the nation at large. 

9 Cert-UK. Common Cyber Attacks: Reducing the Impact. 

10 Tripwire. Enterprise of Things.

11 NIST (2014). 

12 Mike Fahrion. Evolving from SCADA to IOT.

13 FireEye. Spear Phishing Attacks – Why They Are Successful and How to Stop Them. 

14 Darrel Foxworth (July 12, 2013). FBI Warns Public That Cyber Criminals Continue to Use Spear-Phishing Attacks to Compromise Computer Networks. The Federal Bureau of 
Investigation. 

15 Dave Seglins and Lynn Burgess (November 19, 2015). “Cyberattacks on infrastructure a ‘major threat,’ says CSIS chief.” CBC. 

https://www.publicsafety.gc.ca/cnt/rsrcs/pblctns/pln-crtcl-nfrstrctr-2014-17/index-eng.aspx
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Source: Public Safety Canada

Figure 2: Public Safety Canada National Cross-Sector Forum.
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Under these pretenses, cyber security involves much more than the cyberspace itself. In order to protect critical 
infrastructures that are increasingly tied to the Internet, “cyberspace” must also factor in a geographical component. 
According to ESRI Canada, cyberspace can be mapped or geographically located, allowing for integration based on time 
and space. As such, Geographic Information Systems (GIS) are playing a bigger role in supporting physical security for 
situational awareness, data management, analysis and sharing. In this vein, cyber security involves many departments, 
including those that operate computers, networks and control systems. 
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An ever increasing reliance on the internet could make it more difficult for governments and businesses to safeguard 
against new threats. Developed as a decentralized network, the internet has traditionally been a very difficult environment 
to govern. As more critical infrastructures and nuclear energy facilities go online, a more concerted effort is needed to 
preserve all of the beneficial aspects of connectivity while safeguarding against potential abuses. This has brought the 
debate over internet governance back to the surface. 

As cyber security continues to become a major concern for global economies, policymakers are under greater pressure 
to govern this space. The US government’s recent decision to privatize oversight of the internet Domain Name System 
(DNS) is running into stiff resistance from Senators who are concerned that internet domains could fall into the wrong 
hands. Since 1998, the National Telecommunications and Information Administration (NTIA) has exercised control over 
DNS functions through an agreement with the non-profit Corporation for Assigned Names and Numbers (ICANN). This 
transition has occurred at a time when countries like Russia and China have sought to regulate the internet through the 
United Nations or other supranational bodies.16 The International Telecommunications Union (ITU), an existing UN body 
that facilities global telecom infrastructure, is already looking to expand its authority over the worldwide web.17

Growing tensions between the so-called multi-stakeholder model of ICANN and calls for greater government control over 
the internet are unlikely to subside anytime soon. Bodies like the Council on Foreign Relations have called for a global 
public-private partnership to establishing cyber security guidelines within the context of internet governance. The need for 
greater transparency in ICANN was also cited, as was the need for the global community to protect freedom of expression 
through supranational bodies like the United Nations Educational Scientific and Cultural Organization.18

CYBER SECURITY AND INTERNET 
GOVERNANCE

THE BUSINESS OF CYBERCRIME
The global economy lost up to $575 billion USD to cybercrime in 2015, a figure that could reach $2 trillion by 2019. That’s 
roughly the entire value of Canada’s annual gross domestic product. Cybercrime is a growing industry that impacts 
hundreds of millions of people in terms identity theft and personal information theft. According to one estimate, more than 
800 million individual records have been stolen as of 2013. Research undertaken by the United Nations Office on Drugs 
and Crime (UNODC) shows that 80% of all cybercrime is the direct result of efforts by organized crime groups. As an 
example, a single group is believed to have generated $325 million in 2015 alone from the CryptoWall 3.0 ransomware. 

In addition to ransomware, financial data from retailers and other businesses, illicit wire transfers, intellectual property and 
extortion via Distributed Denial of Service (DDoS) attacks are some of the main monetary targets of cybercriminals. Bank 
fraud, identify theft, credential harvesting and bug bounties are also on the rise.20 The main tactics employed by these and 
other actors include social engineering, unpatched endpoint operating systems, unpatched websites and services and 
malicious software that is often disguised as legitimate software. 
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According to ICTC’s Advisory Committee, cybercrime can be categorized into two main types: technology-as-a-target and 
technology-as-an-instrument. Technology-as-a-target refers criminal offences targeting computers and other information 
technologies, such as those involving the unauthorized use of computers or mischief in relation to data (i.e. data breaches, 
ransomware). Technology-as-an-instrument refers to criminal offences where the Internet and information technologies are 
instrumental in the commission of a crime, such as those involving fraud, identity theft, intellectual property infringements, 
money laundering, drug trafficking or organized crime activities.

In both instances, highly developed “crimeware” markets are making it easier for criminals to download tools and cloud 
applications that can help them carry out attacks. This has led to the growth of crimeware-as-a-service (CaaS), which 
offers custom targeting strategies to breach specific networks or carry out specialized attacks. 

To better understand the economic impact of cybercrime on the Canadian business and critical infrastructure landscape, 
ICTC surveyed over 150 companies from across the country. The survey questions were designed to illuminate both the 
scale and scope of cyberattacks on Canadian enterprises and the preparedness level of IT departments to mitigate and 
terminate the threat.

Below is a breakdown of the survey respondents’ industry representation. 

Source: ICTC (2016)

Figure 3: ICTC Cyber Security, Industry Respondents
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CYBER SECURITY AND INTERNET 
GOVERNANCE

MANY ORGANIZATIONS DON’T KNOW IF THEY’RE 
WINNING OR LOSING

Financially motivated and extortion related crimes continue to make up the lion’s share of all police-reported cybercrime 
in Canada. Fraud continues to be the single largest form of police-reported cybercrime at 48% in 2014.21 According to 
2012 Statistics Canada data, in only 6% of property-related cybercrime is a suspect even identified. This does not include 
arrests, charges laid or convictions – just a reasonable idea of who may have perpetrated the crime.22
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Complicating matters is the fact that the majority of Canadian businesses do not know if they are winning or losing the battle 
against cybercrime. Nearly half (45%) of businesses surveyed by ICTC identified that cyberattacks had increased over 
a year ago. Interestingly, 48% of businesses said they did not know whether cyberattacks had increased or decreased, 
which suggests that that businesses do not know if they are winning or losing the cyberwar. At the very least, this implies 
businesses are not adequately prepared to measure the impact of cyberattacks on their enterprise.  Industry research 
shows that cyberattacks take mere minutes to complete. According to Verizon Communications’ 2016 Data Breach 
Investigations Report, 93% of hacks that resulted in data theft took one minute or less to complete. In over 80% of cases, 
the victims did not find out about the breach for weeks or more.23

16 McAfee (June 2014). Net Losses: Estimating the Global Cost of Cybercrime.

17 Steven Morgan (January 17, 2016). “Cyber Crime Costs Projected To Reach $2 Trillion by 2019.” Forbes.

18 McAfee (June 2014). Net Losses: Estimating the Global Cost of Cybercrime.

19 Eduard Kovacs (October 30, 2015). “Group Behind CryptoWall 3.0 Made $325 Million: Report.” Security Week. 

20 Hewlett Packard Enterprise. The Business of Hacking. 

21 David Shipley (May 9, 2016). “Policy-reported cybercrime surging in Canada.” LinkedIn.

22 Benjamin Mazowita and Mireille Vezina (2015). Policy-reported cybercrime in Canada, 2012. Statistics Canada. 

23 Anita Balakrishnan (April 27, 2016). “Most hacks take minutes to do – and weeks to discover.” CNBC.

Source: ICTC (2016)

Figure 4: Year-over-Year Change in Cyber Security Incidents, 2016
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More than half (57%) of firms expect their cyber security budget to increase over the next 12 months, versus 13% that 
expect their budget to decrease. A decreasing cyber security budget may be attributed to expected cost reductions 
associated with adopting stronger preventative measures and/or reducing the number of incidents a company faces. 

ICTC’s survey also found that 59% of companies experienced a cyberattack (that they know of) in the past 12 months. In 
total, surveyed companies said they devote 9.1% of their operational expenditures to cyber security and related services. 
We are careful not to infer this number to the rest of the Canadian economy, given that the survey respondents were 
targeted from specific industries and organizations that may devote greater resources to cyber security.  

Source: ICTC (2016)

Figure 5: Percentage of Total Operational Expenditure Devoted to Cyber Security and Related Services, ICTC 2016 Survey

THE RISE OF SOCIAL ENGINEERING
“Social engineering is using manipulation, influence and deception to get a person, a trusted insider within an organization, 
to comply with a request, and the request is usually to release information or to perform some sort of action item that 
benefits that attacker.” – Kevin Mitnick, famous former Black Hat hacker

Social engineering – the use of human interaction to trick people to break normal security protocols – is amazingly 
effective. The most popular (and easiest) form of social engineering is known as phishing. Phishing uses fraudulent emails 
in order to send malicious attachments, get users to visit infected websites or to convince users to provide their company 
login information. Below are some startling facts on the effectiveness of social engineering attack methods:

9.1%
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• Studies have shown that 1 in 10 employees will fall victim to even the most basic phishing 
emails.24

• Half of the people who respond to a phishing attack will do so within the first 60 minutes.25 

• 50% of victims who will respond to a phishing attack will do so in the first hour.26

By far, phishing/social engineering and malware are the two most common cyber threats facing Canadian businesses, 
according to ICTC’s survey. More than half of survey respondents indicated that these two attack methods had penetrated 
their organization, resulting in the loss of time and money to mitigate the threat. Other common methods include Internet 
downloads, hacking attempts and employee misuse. These methods have been mainly responsible for the growing 
incidence rates of cyberattacks at the enterprise level.

CANADIAN COMPANY CAPABILITIES: A CRITICAL 
ASSESSMENT

Cybercrime is top of mind for many technology executives, but this doesn’t always translate into meaningful actions. All 
over Canada and spanning multiple industries, CEOs are asking, “Can it really happen to us?” At a time when even more 
capital is migrating to the Internet and where critical infrastructures are becoming increasingly interconnected, businesses 
have greater incentive to bolster their security capabilities. 

In a hyper-connected environment, vulnerabilities can emanate from multiple sources, including commercially available 
devices and critical infrastructures. As recent developments in technology have demonstrated, the gap between emerging 
technology and CIs isn’t as wide as it used to be. For example, consumer devices, such as the smart thermostat Nest 
are now connecting directly to large critical infrastructures like hydro power. While many proponents of networked smart 
devices have argued that their products are securely encrypted, IOT devices are rarely safeguarded beyond firmware 
authentication. This makes them susceptible to cyber breaches during transport, deployment or by any attacker accessing 
the devices on a non-secure location.27

Wearables and connected cars have also become major targets of cybercrime, with ransomware the preferred attack method. The 
growth of anonymized networks and payment methods combined with only rudimentary safeguards on IOT devices could lead to more 
than just a loss of funds. In the case of connected automobiles and electronic healthcare devices, cyberattacks may become potentially 
fatal. According to a recent survey conducted by McAfee, nearly half of security experts surveyed believe it is likely that a cyberattack 
targeting a critical infrastructure could potentially lead to loss of life.28

24 Hannah Kuchler (April 26, 2016). “10% of phishing scams lead to data breach.” Financial Times.

25 Verizon (2015). 2015 Data Breach Investigation Report.

26 Verizon (2015). 2015 Data Breach Investigation Report.
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 Critical Infrastructure providers and businesses face several 
vulnerabilities that impede their ability to adequately deal with the 
cyber threat. For some businesses, cyber security is viewed as 
either and off-the-shelf product or a major operational expenditure. 
In reality, cyber security begins as an organizational framework. 
It consists of cultural elements as much as it does physical. 
Cyber security is further complicated by the massive growth and 
popularity of consumer devices, which are providing a difficult 
trade-off between the convenience of networked smart devices 
and the loss of security and privacy.29

While cyber security is clearly a challenge for the economy at 
large, ICTC’s Advisory Committee identified several vulnerabilities 
facing critical infrastructure providers in particular. Industries with 
outdated infrastructure, such as those operating in the CI space, 
are usually less nimble in responding to advanced technology, 
which leaves them at a greater risk of being compromised. 

The findings of ICTC’s survey certainly corroborate the concerns 
of the Advisory Committee members. Sixty percent of companies 
surveyed have integrated an employee training program, 
roughly the same percentage as companies that have reported 
a cyberattack over the past 12 months. However, only 9% of 
firms have adopted analytics-based cyber tools. Additionally, only 
half (49%) of companies have adopted mobile device security. 
Given that smartphone penetration in Canada is nearly 70%,30 the 
adoption of mobile device security is considered low. Meanwhile, 
less than half of businesses said they established cyber security 
roles and responsibilities, a sign that more cyber-related tasks 
are allocated to IT managers that likely do not have a formal 
background in cyber threat mitigation.  

Biggest vulnerabilities 
facing CLs in Canada

• Lack of awareness
• Old model of dealing with threats
• Ineffective network segmentation 
• Poor application of data analytics
• Human errors and improper actions on 

the part of employees
• Inter-departmental communication 

shortfalls 
• Legacy operating systems, outdated 

software and lack of timely updates
• Insufficiency of firewalls
• Inadequate knowledge, planning and 

preparation for breaches
• Advanced threats that are difficult to 

identify
• Small organizations lack resources to 

invest in good tools and employees with 
adequate skill set

It is also worthwhile to note that only 13% of businesses surveyed stated that they have implemented Public Safety 
Canada’s four key activities (i.e. pillars) to minimizing risks in the case of cyber breaches. These four key areas include: 
mitigation/prevention, preparedness, response and recovery.31

However, providers of CI and organizations at large aren’t solely to blame for these shortfalls. Nations are struggling 
to develop a framework for critical infrastructure cyber security, which often leads to a fragmentation of standards and 
regulations across national boundaries. This may also be attributed to a lack of consistent communication of cyber security 
policies and strategies that are relevant and common across critical infrastructure sectors. 

27 Grant Hernandez, Orlando Arias, Daniel Buentello and Yier Jin. Smart Nest Thermostat: A Smart Spy in Your Home. BlackHat. 

28 McAfee Labs (November 2015). 2016 Threats Predictions. 

29 Grant Hernandez, Orlando Arias, Daniel Buentello and Yier Jin. Smart Nest Thermostat: A Smart Spy in Your Home. BlackHat.

30 Catalyst (2015). With Growth Comes Change: The Evolving Mobile Landscape in 2015. 

31 Public Safety Canada. Emergency Management Planning. 
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CYBER SECURITY LABOUR MARKET LANDSCAPE
Cyber security occupations are among the fastest growing digital economy professions in Canada, a sign that employers 
are increasing their capabilities in response to the growing prevalence and monetary impact of cyberattacks. Having 
skilled cyber security professionals is also critical in the fight against cybercrime targeting critical infrastructures.

ICTC captures job trends for cyber security professionals on a monthly basis through Statistics Canada’s Labour Force 
Survey, a monthly snapshot of approximately 54,000 households and 100,000 individuals. Cyber security occupations are 
classified under National Occupational Classification (NOC) code 2171 – Information Systems Analysts and Consultants. 
Although not every worker classified under NOC 2171 is a cyber security professional, an increasing number of them are 
employed in this capacity. This includes professionals devoted to cyber security, systems security, informatics security, 
security consultants and other IT security-related functions. 

Using the advertisements published on the Job Bank and other job boards, ICTC conducted a vacancy analysis in order 
to establish a benchmark for estimating the proportion of digital economy occupations that focus on cyber security. ICTC 
scanned these job boards over a three-month period to ascertain the share of all Information Systems Analysts and 
Consultants employed in an IT security role. Want ads were identified for other ICT occupations that require cyber security 
skills and experience.

ICTC’s vacancy analysis found that approximately 6% of all workers listed under NOC 2171 are involved in cyber security. 
This means there are approximately 11,500 dedicated IT cyber security professionals employed in Canada. Cyber security 
job creation is outpacing the national average by a wide margin. In 2015, IT cyber security occupations grew 9.2%, 
outpacing the national average by a significant margin. 

Source: ICTC (2016)

Figure 6: Measures Businesses Have Adopted to Improve Cyber Security
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The cyber security labour shortfall has been described as a global epidemic. In the United States alone, there are more 
than 200,000 cyber security jobs that are unfilled. Globally, it is estimated that there are more than one million cyber 
security job openings, a figure expected to reach 1.5 million by 2019. Organizations report growing challenges finding 
qualified professionals with the right blend of technical skills, business domain knowledge and operational management 
skills. 

Source: ICTC (2016)

Figure 7: Cyber Security Job Growth in Canada, 2014-2015

Cyber security job growth is expected to rise steadily over the next three years as organizations increase their capacity 
to address the emerging threat landscape. It is estimated that the number of employed cyber security professionals in 
Canada will grow by 20% through 2019. 

Source: ICTC (2016)

Figure 8: IT Cyber Security Employment Growth
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While the vast majority of small- and medium-sized enterprises (SMEs) do not have a dedicated cyber security professional, 
a large number of them employ ICT professionals or outsource their technology functions to a third-party vendor. In both 
cases, the ICT resource is usually involved in updating and maintaining the organization’s operational integrity. As such, 
ICTC estimates that as many as 23% of all ICT workers employed across Canada require cyber security skills. This is 
demonstrated by the fact that IT managers are typically responsible for mitigating and addressing cyber security issues in 
the workplace, despite not being classified as cyber security professionals. 

Source: ICTC (2016)

Figure 9: IT Jobs That Require Cyber Security Skills, 2016

32 Steve Morgan (January 2, 2016). “One Million Cybersecurity Job Openings In 2016.” Forbes. 
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Education and Training

FUTURE CRITICAL ROLES
The combination of increased IOT penetration and crimeware-as-a-service, among many others, are placing greater 
demand on businesses to source, hire and retain highly qualified cyber security professionals. ICTC has identified the 
following three roles as critical to the evolution of the cyber security labour market. 

The security analyst is responsible for protecting all sensitive information that resides within an organization. The security 
analyst handles every aspect of information security and data integrity, including analyzing existing security measures and 
designing new threat mitigation strategies on the basis of primary, data-driven research. These professionals also possess 
strong organizational and communication skills, enabling them to instruct and upskill staff on new security protocols. This 
role also requires strong writing skills, given the need to develop reports to administrators on the efficiency of existing 
security practices. Like the majority of other cyber-critical roles, cognition – the process of acquiring knowledge through 
thought and experience – is considered especially important as threats continually evolve in size, scope and complexity. 

In sensitive CI industries such as healthcare and utilities, the security analyst also deals with threats that can impact 
personal privacy and civil safety. 

• Data analytics and management, computer science, quantitative research, security policy, 
incident response, network infrastructure, device configuration.

Job Profile
Security Analyst

Technical Skills

• Bachelor or advanced degree in computer science, information systems, engineering or related 
discipline.

• Common certifications include CEH, CompTIA Network+, CPT, CEPT, CWAPT, CREA.

With cybercrime rising and attack methods becoming more sophisticated, businesses are not always prepared to mitigate 
the threat. The cyber incident responder investigates cyber-related crimes after they occur. The incident responder 
diagnoses the attack through the use of computer forensic tools that can better analyze electronic data, hard drives, 
networks and other connected devices. They are considered to be the IT crime investigators for their ability to trace 
evidence of major cyber breaches and track down perpetrators. This makes high-level cognitive skills especially critical, 
as incident responders must map out the attack, its source and the likelihood of future breaches. As the cyber threat 
enters the domain of critical infrastructures, incident responders are becoming increasingly vital in safeguarding Canada’s 
national interests and economic integrity. 

In sensitive CI industries such as healthcare, oil and gas and transportation, the incident responder deals with threats that 
impact civil safety and the environment. 

Job Profile
Cyber Incident Responder
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• Data analysis, IT and digital forensics, programming, encryption, hacking, malware and virus 
analysis, user behaviour, cyber threat intelligence.

Technical Skills

• Bachelor or advanced degree in computer science, information assurance, digital forensics.

• Common certifications include ComTIA A+, Cisco CCNA, CEH.

• Military experience, security clearance may be advantageous.

Education and Training

The malware analyst is a computer and network security professional who works closely with affected businesses and 
infrastructures to understand the origin of cyber threats that originate from malicious code. Given that malware, viruses 
and other malicious code can impact both hardware and software, the malware analyst must be able to analyze both the 
physical and data integrity of infected systems. The malware analyst typically responds to attacks after they’ve occurred 
and designs safeguards to prevent or minimize future attacks. 

In sensitive CI industries such as finance and utilities, the malware analyst helps critical systems recover from damage. 

• Programming, reverse engineering, spyware, software engineering, network administration and 
security, connected devices, security policy. 

Job Profile
Malware Analyst

Technical Skills

• Bachelor or advanced degree in programming, computer science, digital forensics, software 
engineering 

• Common certifications include GIAC GREM, CIEH, CCNA, A+, Network+, Security+.

Education and Training



Critical Infrastructure In A Hyperconnected Economy 023

www.ictc-ctic.ca

BUILDING A HOLISTIC CYBER SECURITY STRATEGY
In the digital age, a reactive approach to cyber security cannot win. Therefore, combating cyber threats strategically 
– especially those that target critical infrastructures – requires a proactive approach that engages national, provincial, 
municipal, industrial and educational sectors. 

In most scenarios, cyber attackers start with the first-move advantage, with target organizations reacting to the threat. This 
places defenders at a tactical disadvantage. By viewing cyber security as a strategic, pan-organization activity, more focus 
can be put on preventative and proactive measures. This is where the decision model known as OODA – Observe, Orient, 
Decide and Action – can be especially useful in auctioning a national cyber security strategy.  As an individual or group 
goes through the OODA cycle, they iteratively improve and are able to make decisions faster. Meanwhile, opponents 
reacting to those decisions find their OODA loops getting larger or slower. 

Source: ICTC (2016)

Figure 10: The Four Pillars of a Holistic Cyber Security Strategy
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to ICTC’s survey. 
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Data	Governance. The second initiative is a data governance exercise where the organization aims to identify, classify 
and protect all sensitive data in its custody. Its importance cannot be overstated – you can’t protect the data you didn’t 
even know existed. Depending on the industry, different legal, regulatory or business requirements require that data be 
classified and protected. 

Security,	 Architecture	 Tools,	 People,	 Processes. The third area is technology specific. This is designing a 
comprehensive, integrated security fabric that uses multiple security technologies such as anti-virus/anti-malware clients, 
next-generation firewalls, digital loss prevention tools, forensics, email filtering, network access control and at the heart, 
security intelligence and analytics to create a responsive, digital immune system model.

Culture,	User	Awareness	and	Organizational	Readiness.	The fourth area is culture, awareness and organizational 
readiness. This is the kind of persistent, multi-communication effort required to engrain cyber security safe practices 
into a company’s DNA. This process includes bolstering organizational readiness to deal with new and emerging threats 
and to not let attackers capitalize on their first-mover advantage. Organizations must also be prepared to develop and 
test their cyber security plans and to apply industry best practices. It is at this level that IT security, data governance and 
architecture tools come together to create the structure needed to counter vulnerabilities. 
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WAYS FORWARD
Industry, education and all levels of government have an important role to play in creating a more cyber secure nation. 
Some of the precise measures to help Public Safety Canada achieve its mandate and promote cyber security across the 
country include:

•	 Sharing	best	practices:	Government, in collaboration with industry and education, should 
create the means for sharing best practices in cyber security to support micro and SMEs.

•	 Promotion	and	branding: Promote and brand cyber security resiliency across all industries as 
a competitive advantage that would also serve to increase uptake. 

•	 Developing	a	talent	pipeline:	Identify critical cyber security roles that must be filled and 
promote industry-education partnerships that work to streamline pathways to employment for 
post-secondary students. This also includes building cyber security best practices at the K-12 
levels to promote technology and critical thinking skills needed to fill critical cyber security 
roles. 

•	 Cyber	security	R&D:	Strengthen cyber security R&D infrastructure and capability across 
Canada through the Scientific Research and Experimental Development (SR&ED) Tax 
Incentive or other programs that can attract leading companies or other players to the space.

•	 Voluntary	adoption	programs: Create a program for voluntary adoption of cyber security 
resiliency processes. The US-based C3 Voluntary Program for Critical Infrastructure Cyber 
Security could be a potential model for linking sectors and organizations connect to existing 
cyber risk management capabilities at the national and provincial levels.

•	 Regulations:	Addressing regulatory gaps in privacy law and making it mandatory to report 
cyberattacks should be considered. This process is already under way in Europe via the 
Network and Information Security Directive (NISD), “which aims to promote the adoption of 
good risk management practices in the public and private sectors, to prevent cyberattacks that 
could impact on national security and to provide for the most effective response when they 
occur.”33

Also, consistent with Public Safety Canada’s National Strategy, ICTC strongly encourages a holistic cyber security strategy 
that: 
• Promotes cyber security awareness at all levels of civil society, beginning with the individual;

• Strengthens inter-governmental collaboration;

• Increases information sharing and protection among all levels of government, critical 
infrastructure providers and businesses (in the case of national cyber security and crime 
incidence surveys conducted by Statistics Canada);

33 Dechert LLP (May 2016). Tough New EU-Wide Cybersecurity Rules in Prospect: The Network and Information Security Directive. 
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ICTC’s Advisory Committee also strongly recommended the need for better research to showcase the actual direct and 
indirect financial impacts of cybercrime on Canadian businesses. 

• Produces homegrown cyber security professionals who can fill the growing skills gap;

• Increases capacity in responding to cybercrime;

• Addresses regulatory gaps present in digital privacy law, making it mandatory to report cyber 
breaches;

• Assists Public Safety Canada in implementing an all-hazards risk management approach. 

CONCLUSIONS
Hyper-connectivity has made cyber security not just a business problem, but a national priority. Critical infrastructures are 
one of the main drivers of Canada’s prosperity, and ensuring they are safeguarded against both real and perceived threats 
is essential for us to continue thriving as an advanced industrialized nation.

In practical terms, a comprehensive approach to cyber security architecture can help organizations avoid buying overly 
expensive security tools and then not implementing them in an effective manner. It’s a deliberate approach to mapping out 
the organization’s risk appetite, doing an inventory of existing technologies and their health or status as well as gaps that 
need to be filled. Ultimately it can help generate a roadmap of technology refreshes, new acquisitions or new integrations 
required to help the organization prevent, detect, react and remediate cyberattacks. This roadmap approach may also 
lead to the integration of a digital immune system model of cyber security that integrates many different tools and methods 
to protect critical infrastructure. Ultimately, this is only possible if businesses and critical infrastructure providers avoid at 
all costs the Five Killer Cs of Cyber security – culture, complexity, conflict of interest, cash and complacency.34

It is estimated that 212 billion sensor-enabled objects will be online by 2020. In order to view IOT as a disruptive enabler 
that can create the next generation of market leaders, Canada requires a cultural shift in its approach to cyber awareness 
and threat mitigation. This cultural shift is required at all levels of society. 

34 David Shipley (2016), “The Five Killer C’s of Cybersecurity.”


